Beperu cBou nepcoHanbHble AaHHbIe!
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®amunus, Uvs, OtyecTBo
[lata poxaeHus

MecTo XuUTenbcTBa
Homep TenedoHa
®oTorpacus
OneKTpoHHas novTa

OBLUUE NEPCOHAJIbHbIE AAHHDIE
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KaTteropuun nepcoHanbHbIX AaHHbLIX :

e OOwue
e CneuunanbHble

 bnomeTtpunyeckue

« Habop undp
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CneuwnanbHble KaTeropmm nepCcoHasibHbIX AaHHbIX

K cneunanbHbIM KaTeropusam nepCcoHasnbHbIX
OdHHbIX OTHOCATCHA.

- pacoeasi usiu HayuoHaJsibHasi MpuUHao/IeXXHOCMb,
- fosiumu4eckKkue 832s15s10bl,

- pesiuc2uo3Hbie u chunocogckue ybexxoeHusl,
- cOCMosiHUe 300poe8bsi U np.
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CneuyunanbHbie KaTeropum NepCcoHaNbHbIX
AAHHbIX XapaKTepu3yloT HalWu B3rnaabl, ybexkaeHus,
MUPOBO33peHune, OHMU onpeaenaoT Hawy
NPUHAANEKHOCTb K onpeaeneHHbiMm CouuaZibHbIM
rpynnam, coctofaHue 3p0poBbA. [JaHHaaA KaTteropusa
NnepcoHaNbHbIX AAHHbIX obpabartbiBaercsa C
NMCbMEHHOro cornacus, ecim MHoe He onpeaeneHo
APYrMMun 3aKOHaMM.
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EVIOMeTpVI‘-IeCKMe nepCcoHalribHble AaHHbIe

BuomeTpunyeckmne nepcoHasnbHble OaHHble NpeacTaBnAOT
cobon cBegeHUA O HaWUX OMONIorMYecKMx OCOOEHHOCTAX. IATU
AaHHble YHUKaNbHbI, NPUHaANeXxar TOMIbKO OAHOMY 4erioBeKy W
HUKOr4a He NOBTOPSAIOTCA.

BbunomMmeTpuyeckme pgaHHble 3anoXeHbl B HAac OT POXAeHus
caMoOU npupoaou, OHU HUKEM He MNpPuUcBauBalOTCHA, 3TO MPOCTO
3aKkogupoBaHHasa WHQopmMauuMsas O YernoBeKe, KOTOpyKH nroau
Hay4usiMCb CYUTbIBATbD.
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K 6VIOMeTpVI‘IeCKVIM nepcoHalnibHbIM AaHHBbIM OTHOCATCHA.

¢ POCKOMHALI30P

OTneyaTkm NanUnNApHbIX Y30pOB nNankueB
PucyHok pagyxHon o60ono4ku rnas
Tepmorpamma nuua

AHK

’ y ..:__f".’"_"' LU
Cnenok ronoca e e A

BUOMETPUYECKUE NEPCOHAJIbHbIE OAHHDbIE
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Habop undp Kak nepcoHanbHble JaHHbIE:

- HOMep U cepus nacriopma,

- cmpaxoeolu HoMep UHOuUsUAyasiIbHO20 JIUle8020

cyema (CHWUJIC),

- UHOueuUOdyasibHbIU HOMep Hanozonnamenbwuka (UMHH),

- HOMep 6aHKo8CKO20 cyema,

- HoMep 6aHKOBCKOU Kapmbl.
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Big Data nnun bonbline gaHHble

Kaxpgoe Halle aencTBue, coBepLuaemMoe
B ceTu MHTepHeT, ocTaBnsieT
onpeneneHHbIN uudpoBon cnea;:

- poTorpachmm B coumarnbHbIX CETAX;
- BbICKa3blBaHUA Ha hopymax;
- «JTAaUKN» HOBOCTEMW;

- "HpopMaLMsi 0 NOCeLLeHHbIX cauTax,
O COBepLUEHHbIX NOKynKax, o
reorpad4ecKoM MeCTOpPacNnoOJIOXKEeHUN
n np.

Bonblive gaHHble UCNONb3YITCA ANS:
- HanpaBneHus aapPecHoOn peknambl;

- NpU NpuemMe Ha pabory...
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Kak 3alnTUTb 3NMeKTpoHHble YCTPOMUCTBA

\
X\'/‘

% POCKOMHAL30P

OT BPeAOHOCHbLIX nporpamm?

YcTtaHOBUTE cneuuanbHble
no4yTtoBble PUNLTPLI U
aHTUBUPYCHbIE NporpamMmmbl.
OHM MoryT npeaoTBpaTUTb
KaK NnpsiMble aTaku
3NOYMbILWUSIEHHUKOB, TaK U
aTaku, ucnosnb3yroLwme
BPeAOHOCHbIe NMPUIIOXEeHMUSA.

CucrtemaTtnyeckum npoBepanTte
CBOM AOMAaLLUHUE KOMMbIOTEPDI
Ha Hann4me BMpPYCOB.
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Kak 3alyuTnTb 3NneKTPOHHbIe YCTPOUCTBA
OT BPeAOHOCHbLIX nporpamm?

* Wcnonb3yunre TONMbKO
FINLEH3UOHHbIE nporpamMmmel.
Yawe Bcero Bupycamum ObiBaloT
3apaXeHbl NUpaTCKue Konuu

nporpamMm.
* Wcnonb3ayunre npoBepeHHbIe

CaﬁTbl Evast! PUSl NOD32  kafpimfkyi ol A6 Aot Vi ﬁ

y =y

« [enanTe pe3epBHYK KOMUIO w0

Ba)XXHbIX AaHHbIX. mf =
« [lepuopgnyeckm mMeHANTe naponu '

oT 3NeKTPOHHOM NoYThl,

coumnanbHbIX ceTen, popymoB u

np.
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Kak 3alnTUTb 3NeKTpPOHHbIe YCTPOUCTBA OT BPeAOHOCHbLIX nporpaMmm?

 Wcnonb3ynTe TONbKO CNOXHbIe Naponu,
pa3Hble ANA pa3HbIX YYEeTHbIX 3anucen u
CEepBUCOB.

 [lMepunoanyeckn MeHAUTe Naponu ot
3NEeKTPOHHOU NOYTbI, COUNaribHbIX CETEN,
c¢opymoB u np.

« 3aBeguTe cebe oBa agpeca 31IeKTPOHHOMN
NOYTbl — YAaCTHbIW, AJ1A NepPenncKkn
(npuBaTHLIN N MaNOU3BECTHbIN, KOTOPbIN
Bbl HUKOrAa He nyo6rnukyeTe B
o0LWen0CTYNMHbLIX NCTOYHUKAX), U
NyGsIMYHbIA — ANA OTKPbLITOU
AeATeribHOCTU (hopymMoB, 4YaTOB U TakK
Aanee).
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[MpaBuna coctaBneHnUa HageXHbIX naponeu

 HapeXHbIn Nnaponb OOJMKEH:

— COCTOATbL U3 8—16 cMUMBONOB;

— BKIKOYaThb B cebA OykBbl, UMdpbl U crneyuanbHblie CAMBOIbI;
— BKNKO4YaTb B ce05 CUMBOJSIbl B BEPXHEM U HMXKXHEM perucrpe.

N He cneayeTt ncnosnb3oBaThb CJioBa, CltOBOCOYeTaHUA, a TakKxe KOMOUHauunu,
KOTOpPbIe MOXHO Jierko yragaTtb.

 Lenecoo6pa3Ho ucnonb3oBaTb ABYX3TarnHy ayTeHTU(PUKALUIO C MOMOLbIO
MoOunbHOro tenedoHa.

 [Ina Kaxgoro akkayHTa Heo6xoaumMo MMeTb CBOU Naporib.
« Heobxoaumo MeHATbL NaposiM KO BCeM akKayHTam pa3 B 3—6 mecsiueB.

e [lpu CTONKHOBEHMU C NONbLITKOW B35IOMa O4HOM0 U3 akKkayHTOB Heo6xoaumo
NOMEHSITb MApPOSIM Ha BCeX aKKayHTax.

% POCKOMHAL30P
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Cnocobbl cocTaBneHUA HageXXHOro napons

C Ons nosy4yeHuns CryioXXHoOro, HoO Jfierko sanomMmHarLwierocs napofida MOXXHO UCNOJIb30BaTb nbdoe
CJ10BO, 3aI.IJI/ICprBaB ero ¢ nomMmoubo oAHOIo U3 cneayruunx MmetogoB.

o e TpaHcniumepayusi. Ecnn B3aTb Noboe CNOBO PYCCKOro siabika U HabpaTb ero Ha KrnaBuartype
C NNaTUHCKOM pacKriagkoun, To nony4ymtca 6eccmbicrieHHoe coyeTaHne cumBonoB. Hanpumep,
RIJIYUHTUFWBZ — 310 cnoBO «KOHrperauusy. K coxaneHuio, 3TOT MeToA Nfoxo noagxoauT Ans
YCTPOUCTB C BUPTyaribHOM KNaBuaTypou, rae oTCyTCTByeT ABOMHAA NOAMNUCH KNaBULL.

o <o CMeweHue no knasuamype. Ecnu npun HanucaHum cnoBa Kaxabln pa3 cMewaTbCcs No
KiaBuaType Ha oaHy KrnaBully BreBO, Mbl UCMONb3yeM mpocmoe cMeweHue, Hanpumep,
BlMbLL — aTto cnoBo «ap6y3». Ecnn MeHATb HanpaBrieHne CMeLeHnsa No Un NpPoT1B
qgcosgﬁ CTpPernkKu, Mbl UCNONb3yeM CJs10)kHoe cmeweHue, Hanpumep JINTBJIMNP — ato cnoBo
«oapaoaH».

o <o AKpOoHUM. EcnK B3AATb NepBble OYKBbI CFIOB U3 NU3BECTHOM (hpas3bl, TO Mbl NOsy4Yaem
aKPOHUM, KOTOPbIN MOXHO UCNONb30BaTb B KayecTBe naponsa. Hanpumep, MOACHINKHBLU3 —
3TO nepBble ABe CTPOKU U3 pomaHa A.C. lNywknHa «kEBreHMn OHermH».

e *s /iI3g8ecmHbIe nocnedosamesibHocmu. Takxe AnNA ¢ OCTaBJIEHNSA NapPoOns MOXHO
MCNonb30BaTb NMepBble OyKBbI N3BECTHLIX NocneaoBaTenbHoOcTen crnoB. Hanpumep,
APMAMUNACOH — 3To ABeHaauaTb MecsueB. Bcerga MOXXHO YCNOXHUTDL
nocnenoBaTesibHOCTb, HaNnpUMep U3MeHUB HanpaBneHue U BerIM4YMHy Lara.
OOAUADPHCUMMA — 31O NnocneanoBaTesNibHOCTb MecsiLleB HAa006OpPOT N Yepe3 OAMUH.
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Cnocobbl cocTaBneHUA HaaeXXHOoro napons

 YepedoeaHusi cumeosios. JIto60M naponb MOXHO YCIOXHUTb, fO6aBUB
nocrieaoBaTeribHOCTb LUU(P UM 3HAKOB, KOTOPbIe MOXHO YepeaoBaTb C
3awundpoBaHHbIM crioBoM. Hanpumep, NM1A2P304J15b6.

o [lceedoepagpuka. OCTaTOYHO CNOXHbIWU, HO XOPOLLUO 3aNOMUHAaKOLUINCSA
naposib MOXXHO co3laTb C MOMOLLbIO NceBAorpapPmMKu — Ncnonb3oBaHUA
cumBonoB WwpudTa Ana cosgaHusa rpacgpunyeckmx nsoopaxeHun. Hanpumep
Habop cumBosnoB _>(0:0:0)<_ noxoXx Ha Kowaybio MOPAOUKY.

*  YT100bI CAENATbL HAaAEXHbIU NAapoSib, HEOOXOAUMO UCNONb30BaTb HECKOSILKO
pa3nuyHbIX BUAOB WwngpoBaHusa. Bosomem crnoBo NAPOJIb, TpaHcnutepupyem
— GFHJKM, no6aBum 4epe3 oaHy OyKBY wecTb Lucp, HO B 0OpaTHOM nopsiake
— G6F5H4J3K2M1, a Tenepb noMmeHsieM Ludpbl Yepe3 ogHY Ha
cooTBeTCTBYyOLWMUe UM cumBonbl — G6F%H4J#K2M!.

« OpHy 1 TY Xe cucrtemy wncpoBaHNS MOXHO UCNONb30BaTh AJIA pa3HbIX
naporsneu, no6aBmB cuctemy nHaekcon, Hanpumep: MAPOJIbMAIL.RU,
NMAPOJIbGMAIL.COM, NMAPOJIbVK.COM.

e 3TO CyLEeCTBEHHO YNPOCTUT NpoLeaypy 3anOMUHAHUA Naponen U caenaeT Ux
AOCTaTOYHO HaAEXHbIMU U 6e30NacHbIMM.
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CoxpaHu napornb B TauHe

58,5
55
29 2016 .
20,5 m2013T.
I3 11,3
6.3 53 7.5 8

3arpymusitock Hesnakomeiv — Pojurensim Hpy3bsiM bpatbam/ bruskomy He napan(a)
C OTBETOM JOIM cecTpam apyry HUKOMY

OTBeTbl NOAPOCTKOB Ha Bonpoc: «[aBan nu Tbl Koraa-HMéyab Naposib OT CBOEro akkayHTta
B coOLManbHOU CETU UMM INEKTPOHHOM NoYTbI?», %
(BbIOOpPKa — NOAPOCTKN, NONb3YHOLWMNECA UHTEPHETOM)
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Kak o6LwiaTtb

aB Cetn?

1. CtapanTechb He BbikNnaabiBaTb B MHTEPHET NUYHYIO
nHcopmaumio (hbotorpacdun, Bugeo, PUO, party
poxaeHuA, agpec AoMa, HOMep LWKOsbI, TenedgoHbI 1
MHbIe AAaHHbIE) UMK CYLLECTBEHHO COKpaTUTE 00bLEeM
OaHHbIX, KoTopble nyonukyeTte B UHTepHeTe.

2. He BbIknagbiBanTe NNMYHYO MHOpPMaLMIO (COBMECTHbIe
cdoTtorpachumn, BuAeo, nHble AaHHbIE) O BaluxX Apy3bsaX B
MHTepHeT 6e3 ux paspelieHus. lNMpexae 4em paamMecTuTb
MHcopMaumio 0 gpy3bsax B CeTu, y3HanTe, He BO3paXkaloT Nu
OHMU, YTOObI Bbl BbINIOXUIIN AaHHbIe.

3. He oTnpaBnsanTe cBou nepcoHanbHble AaHHble, a
TaKXxke cBou Buaeo n oTto noagam, ¢ KoTopbiMU Bbl
no3Hakomunucob B HTepHeTe, TeM Gonee ecnu Bbl He
3HaeTe UX B peanibHOM XXU3HMW.

s

...please?

Thank you.

4. MNMpwn o6weHun ¢ Apyrumu nonb3oBaTensiMm ctapamTechb
ObITb BEXNMUBLIMU, AEeNUKATHbIMU, TAKTUYHbLIMU U
apyxenoobHbiMKU. He nuwuTe rpybocTen, ockoponeHun,
MaTepHbIX CJIOB — YNTaTb Takue BbICKa3blBaHUA TakK Xe
HEeNpPUATHO, KaK U CNbIWaThb.

% POCKOMHAJA30P
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5. CtapanTechb He pearMpoBaTb Ha 06MAHbIE KOMMEHTapPUN,
XaMCTBO U rpybocTb Apyrnx nonb3oBartenen. Bcerpa
NbiTanTeCb YNaauTb KOH(MNUKTbI C NOSIb30BaTENSIMU MUPHbIM
nyTem, nepeBeauTe Bce B WYTKY UMM NpeKpaTuTe obLlieHue ¢
arpeccuBHbIMU Nonb3oBaTensimu. Hu B koem crnyvyae He
oTBe4YaunTe Ha arpeccuro TeM e cnocobom.

6. Ecnu pewntb npo6reMy MUPHbIM NyTEM He yAanoch,
HanuwuTe Xanoby agMMHUCTpaTOpPy canTa, NnoTpedymnTte
3abnokupoBaTb obuavmka.

7. Ecnu agMuHMCTpaToOp caitTa oTKa3ancsi Bam NoMoub, - .
npekpaTuTe NONb30BaTLCA TAKUM PECYPCOM M yaanuTe oTTyaa e <
CBOM AaHHbIe. ===

HE CMEH 8. He ucnonbayinte CeTb AnNA pacnpocTpaHeHUs

cnrieTeH, yrpo3 unu XyrnumraHcTtBa.

9. He BcTpeyanTechb B peanbHOMN XXU3HU C OHMMAUH-3HAKOMbIMU
06e3 paspelueHns poauTenen unm B OTCYyTCTBME B3POCIIOro
yenoBekKa. Ecnu Bbl XoTUTe BCTPETUTLCA C HOBbIM UHTEPHET-
OpYyrom, nocrapamtecb NOMUTU Ha BCTpPeYy B CONPOBOXAEHUN
B3pPOCIIOro, KOTOPOMY Bbl JOBEpPSETE.
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Kak 3alyuTntbh nepcoHanbHble AaHHble B CeTn?

1. OrpaHuybTe 06bLemM uHdopmauum o cebe, Haxoaswenca B UHTepHeTe. Yaanute nuliHue
¢oTorpachun, Bnaeo, agpeca, Homepa TenecpoHoOB, AaTy POXAEHUSs, CBeAEHUS O POAHbLIX U
GNMU3KNX U UHYIO NIUYHYIO UH(pOopMaLUIO.

2. He otnpaBnante Buaeo u cotorpadmm nwoaaM, C KOTOPbIMMA Bbl MO3HAaKOMUNUCHL B
UHTepHeTe N He 3HaeTe UX B pearibHOMU XXU3HM.

3. Omn paBnAaA Komy-nuﬁo CBOMU TnepcCoHalJibHble AdaHHbIe WUIInN KOH(*)VI,EI,eHLl,Vlaany}O
VIH(*)OpMaLI,VII'O, Y6e,D,MTer B TOM, 4TO aapecat — AEeNCTBUTENbHO TOT, 3a KOro cebs BblOaer.

4. Ecnn B cetn MHTepHeT KTO-TO MNPOCUT NnpeaoCctaBUTb BadllU MnepcCcoHalbHble AaHHbIe,
HanpumMmep, MeCcTo XuUuternbCTBa UJIMN HOMepP LWKOJIbl, KfilacCa UHblIe AaHHble, HOCOBeTyIZTer C
poauTenAaAMmn Unun B3pPOCIibiM 4YeJyiloBeKOM, KOTOPOMY Bbl AoBepsieTe.

5. Ucnonb3ynTe TONbLKO CIOXHbIe Naposin, pa3Hblie A pa3HbIX YYeTHbIX 3anucen u CepBUCOB.
6. Ctapantecb nepuoamnveckm MeHATb Naponu.

7. 3aBeguTte cebe ABa agpeca ANEKTPOHHOM NOYTbl — YaCTHbIN, ANA Nepennucku (NpMBaTHbIU U
MasioM3BeCTHbIA, KOTOPbIW Bbl HUKOrAa He NyOnukyete B oOLWEeAOCTYMHbLIX UCTOYHUKAX), U
nyonunyHbIn — AN OoTKpbITON AeAaTesibHocTU (opyMoB, YaTOB U Tak Aarnee).
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Knbepoynnuur nnm UHtepHeT-TpaBns

- HamepeHHble ocKopbaeHus, yrposbl, coobuieHua gpyrum nogam KOMNPoMeTUPYIOLUX
AAHHbIX 0 Bac ¢ noMmoLbio COBPEMEHHbIX CPeACTB KOMMYHUKAL MU, KaK NPaBUIo, B TeYEeHUe
NPOAOC/KUTENIbHOTO Nepuoaa BpeMeHHM.

TpaBnAa  ocywecTBaseTca MNyTem  pacnpocTpaHeHuAa  (yrpo3bl B pacnpocTpaHeHuw)
KOMNPOMETUPYIOWMX  MatepuManoB B  MHGOPMALMOHHOM  MPOCTPAHCTBE  Yyepes
NHGOPMALIMOHHO-KOMMYHUKALMOHHbIE KaHalbl W CcpeacTtsa, B TOM uucne B WHTepHeTe,
nocpeacTBOM 3/IEKTPOHHOWM MOYTbl, NPOrpamm AN MFTHOBEHHOro obmeHa cooblieHMAMM, B
COUMaANbHbIX CETAX, a TaKXKe 4yepe3 pasmelleHuMe Ha BuaeonopTtanax AnMbo nocpeacTsom
MmobunbHoro tenepoHa (CMC — coobuieHns nan HagoeamBble 3BOHKM).

% POCKOMHAL30P 20



Ecnn Bbl, nonb3ydacb VIHTepHeTOM, oOKasanucb B
Hernpocton cutyaumun, Bbl mMoxeTe obpaTtutbca Ha JlnHuio
nomown «Ietn OHnamH» no TenedoHy: 8 (800) 25-000-15
(3BOHOK no Poccuu becnnaTtHbIN)

http://detionline.com

Takke MOXeTe BOCMNOSfib30BaTbCs ropsvyen JruMHUEen no
npuemy coobweHnn O NPOTUBOMNPABHOM KOHTEHTE B
MHTepHeTe Ha caunte doHOa coOencTBus pasBUTUIO CETU
NHTepHeT — «pyxecTtBeHHbIN PyHeT»: www.friendlyrunet.ru
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- "HPOPMaLMOHHO-Pa3BEKaTeNbHbIN CAT O NePCOHA/IbHbIX AAHHbIX U UX 3aLUTe

(oY e —_— LIzl
Y ——— o |[an trE O R4 e =

oe®

YTO Thbl 3HAELLb O 3ALLUTE e
NEPCOHAJIbHbIX JAHHbIX?

@
MEPCOMANIBHBIE IAHHBIE  TECTHl  KOHKYPChl  MFPI MYILTMMEOWA O NPOEKTE
@ nver] (2] o [ R [« nBAE sum
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http://nepcoHanbHbIeaaHHble.AeTu/
Xakep

Hennoxo pa3bupaercs
B MOCTPOEHUN
KOMMbIOTEPHbIX CEeTen
n cnocobax nepepayu
uHopmauunn. Moxet
B3J/IOMaTb aKKayHT,
YyTOObI UCNOSNb30BaTb
UHopmMaLUuIo B CBOUX
Lensx unuv npoaartb
ee.
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http://%D0%BF%D0%B5%D1%80%D1%81%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D0%B5.%D0%B4%D0%B5%D1%82%D0%B8/
http://%D0%BF%D0%B5%D1%80%D1%81%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D0%B5.%D0%B4%D0%B5%D1%82%D0%B8/o_proekte/

% POCKOMHAJA30P

http://nepcoHanbHblegaHHbIe.AeTU/

AreHr

3aHumaeTcH
NPOMbILUSIEHHbIM
LUMMUOHAXEM.
Cobupaet
UHopMaLUIO O
HY)XXHbIX NTIOAAX Yepe3
WHTEpPHeT, nHoraa

NOKynasi ee y XxakepoB.
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http://%D0%BF%D0%B5%D1%80%D1%81%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D0%B5.%D0%B4%D0%B5%D1%82%D0%B8/
http://%D0%BF%D0%B5%D1%80%D1%81%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D0%B5.%D0%B4%D0%B5%D1%82%D0%B8/o_proekte/

CNACUbO 3A BHUMAHUE!

% POCKOMHAL30P
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